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A multitude of legislation impacts the use of samples and data for research in South Africa (SA). With the coming into effect of the Protection
of Personal Information Act No. 4 of 2013 (POPIA) in July 2021, recent attention has been given to safeguarding research participants’
personal information. The protection of participants’ privacy in research is essential, but it is not the only risk at stake in the use and sharing
of personal information. Other rights and interests that must also be considered and safeguarded include the right to non-discrimination,
the right to dignity, and the right to enjoy the benefits of scientific progress. This can be achieved by ensuring that the ethical values and
universal principles that underpin the research landscape, namely equity, reciprocity, justice and solidarity, are embedded in the regulatory
framework for the management and use of personal information. This paper advocates an integrated bioethics approach to the use of
personal information for research in SA. A key feature in embedding such an approach is a Data Transfer Agreement (DTA) that appropriately
integrates the safeguards and protections set out by our regulatory framework with bioethical rules and procedures when personal
information is used and shared for research purposes. This paper thus calls for the development of a national DTA that is guided by key ethical
principles when data are shared for research purposes. This paper will be followed by a webinar on 23 June 2022 hosted by the Department of
Science and Innovation and the SA Medical Research Council, where the recommendations and suggestions set out herein will be unpacked,

discussed and debated by relevant stakeholders.
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Data sharing and open science is emerging as an important feature
in collaborative research, particularly data-intensive research
methods." It has been credited with producing more reproducible
science, maximising the use of an important resource, encouraging
innovation,”” and holding great potential for the improvement of
patient-centred care.”

The COVID-19 pandemic highlighted the importance of the
rapid transfer of samples and data in expediting research towards
treatment, diagnoses, prevention and understanding the spread of
disease.™ Unsurprisingly, this has led to calls for sample and data
sharing to apply to general research, outside of pandemics.”! In this
context, South Africa (SA) is making strides towards developing
policies which promote open science, with both the Draft National
Open Science Policy and the Draft National Data and Cloud Policy
promoting open data sharing in line with international best practice.
However, it is essential that any such data sharing and open science
initiatives are in line with SA’s robust legal and ethical framework for
research.

Different legislation impacts the use of samples and data for
use in research (in particular, health research) in SA.® However,
the coming into effect in July 2021 of the Protection of Personal
Information Act No. 4 of 2013 (POPIA) has brought safeguarding
research participants’ personal information to the fore. This paper
uses personal information and data interchangeably. As POPIA
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seeks to give effect to the constitutional right to privacy, these initial
discussions have primarily focused on participants’ privacy, the
role of consent and legal status of broad consent,'®'? with limited
consideration of the wider issues related to the use of personal
information for research in SA."! The protection of participants’
privacy in research is essential, but it is not the only risk at stake for
participants in the use and sharing of personal information. Other
rights and interests that must also be considered and safeguarded
include the right to non-discrimination, the right to dignity, and
the right to enjoy the benefits of scientific progress. These can be
achieved by ensuring that the ethical values and universal principles
that underpin the research landscape, namely equity, reciprocity,
justice and solidarity, are embedded in the regulatory framework on
the management and use of personal information.

We therefore advocate an integrated bioethics approach to the
use of personal information for research in SA, an approach that has
been proposed elsewhere.¥ Such an approach can help ensure that
the use and sharing of these data protects and respects other ethical
values and universal principles and not only the right to privacy.
A key feature in embedding such an approach is a Data Transfer
Agreement (DTA) that appropriately integrates the safeguards and
protections set out by our regulatory framework with bioethical rules
and procedures when personal information is used and shared for
research purposes. Currently, SA has no uniform DTA available for use
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by researchers which incorporates both legal and ethical safeguards
for data transfer within and outside the country.

This paper calls for the development of a national DTA that is
guided by key ethical principles when data are shared for research
purposes, and should be seen as a first step in the development of a
national DTA. Its purpose is to stimulate discussion and reflection on
this topic. It begins by providing an outline of the current regulatory
framework concerning data sharing in SA. It then sets out a road-
map and the principles underpinning a national DTA. It further
discusses benefit sharing as a key ethical principle, and ends with
a DTA template for further deliberation. This paper will be followed
by a webinar on 23 June 2022 hosted by the Department of Science
and Innovation and the SA Medical Research Council, where some of
these and other recommendations and suggestions set out herein
will be widely discussed and debated by relevant stakeholders.

Regulatory framework for sharing data
for research in SA

The processing of personal information is regulated by POPIA.
‘Processing’ is widely defined and includes collection, recording,
collation, storage, modification, use, dissemination or distribution
of personal information. When personal information is processed,
eight conditions must be satisfied: (/) accountability; (ii) processing
limitation; (iii) purpose specification; (iv) further processing limitation;
(v) information quality; (vi) openness; (vii) security safeguards;
and (viii) data subject participation. It is the responsibility of the
responsible party (in the research context this may be the research
institution or researcher) to ensure that personal information is
processed lawfully and meets the eight conditions of POPIA, and
in a manner that does not infringe on the constitutional rights of
individuals to privacy. Thus, personal information that is shared or
transferred between national institutions must be in line with POPIA,
Research Ethics Committee (REC) approval and the participant’s
consent or appropriate waivers.

In addition to meeting the conditions set out in POPIA, transferring
personal information outside of SA must meet one of the bases set
out in Section 72. In principle, it is for the responsible party to ensure
that a foreign country receiving personal information has as high a
level of data protection as offered under POPIA, when data are shared
or transferred.' There are five possible grounds under which an
international transfer can take place but only three appear likely for
research purposes.

First, according to section 72(1)(a) of POPIA, transfers can take
place if the law in the jurisdiction of the recipient country provides
an adequate level of protection that upholds principles that are
substantially similar for the processing of personal information. This
should be in the form of a law, or binding corporate rules, or a binding
agreement between the parties. Broadly echoing the requirements
of the General Data Protection Regulation (GDPR), for initial and
onward transfers of data there must be provisions in place so that the
personal information continues to have the same protections and
safeguards as provided by POPIA.

Second, section 72(1)(b) of POPIA indicates that data transfers
may also take place where the research participant consents to
the transfer. However, consent as a ground for transfer will not be
possible if the research participant is not provided with details of
the third party with whom the data will be shared and the risks

May 2022, Vol. 15, No. 1

associated with that sharing. In the case of international data sharing,
this information may not be known at the time the initial consent
was obtained. Furthermore, as per section 11(2)(b) of POPIA, the
research participant must be able to withdraw their consent at any
time. If there are no mechanisms in place to respect this withdrawal
after transfer has taken place, then consent is not a ground that can
be used."d

Third, section 72(1)(e) provides that data transfers may occur
where it is for the benefit of the participant, and consent to the
transfer is not reasonably practicable to obtain, recognising that if it
were reasonably practicable, then the participant would be likely to
provide it. This ground requires that the transfer is for the benefit of
each individual research participant, entailing that a decision to this
effect would need to be made per participant. This may be impractical
and even impossible where large data sets are transferred outside SA.

It therefore appears that international transfers are most likely to
occur based on section 72(1)(a). In the absence of binding corporate
rules, the transfer of personal information for research is likely to
take place only if there is a law or a binding agreement in place that
provides for substantially similar protections as POPIA. The Office of
the Information Regulator has not provided a list of countries that
it has assessed as having a substantially similar level of protection
as that of SA, nor the criteria or factors that should be considered
in making this assessment. Thus, researchers are left with making
this assessment themselves, or opting for a binding contractual
agreement, for example a DTA which appears to be the most practical
solution when personal information is transferred outside SA for
research.

Currently, the South African Material Transfer Agreement (SAMTA)
template gazetted in July 2018, provides guidance for researchers
for the transfer of samples and data outside the country. The
template includes benefit sharing arrangements to be negotiated
prior to transfer, the regulation of secondary uses, permits the use
of broad consent with Human Research Ethics Committee (HREC)
oversight and indicates that custodianship remains with the providing
institute.”? However, the template is limited when the transfers of
data for research are contemplated, which may be because it was
published prior to POPIA coming into effect. The template has
received criticism and the fact that it is a guidance document only
may cause sections of it to be regarded as unimportant and excluded
by researchers when completing it."® We therefore advocate that
a national DTA, that is POPIA compliant, complement the current
SAMTA with a view to having one consolidated document for the
transfer of samples and data in the long term, and propose the
following roadmap to achieve this.

Road-map and principles underpinning a

national DTA

As a first step, we must consider whether the DTA should be distinct
from the SAMTA. Unlike data, samples are a finite resource and there
are scientific and ethical justifications for restricting access to the
samples that may not apply to data. Furthermore, in the South African
context, there are cultural considerations in the access to and use of
samples®2% that may not arise in the use of data, or at least, which
have not yet been appropriately unpacked.® One possible solution
which requires further discussion is to integrate the development of
a new DTA with the current SAMTA, thus streamlining the process.
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A second step is to consider what data should be included as
requiring a DTA. It is clear that the transfer of personal data on the
basis of section 72(1)(a) requires a DTA, but what of aggregate data,
or unpublished research results? Although controversial, the Draft
National Data and Cloud Policy promotes open data sharing and aims
to transform SA into a digital economy that is both data intensive
and data driven. Published in April 2021, it applies to everyone and
all institutions, both public and private, and states that any data
generated in the country will be owned by SA regardless of where the
technology used to generate it is situated or where the technology
company is domiciled.?"” The policy also indicates that any data
transfer (not only personal data) outside SA must comply with POPIA
and international best practice, thus extending the application of
POPIA to data and international data transfers that are currently not
under its remit."® The purpose of a DTA is not just the protection
of personal data in line with participants’ preferences, but also the
conditions of the transfers, the purpose for which the data can be
used and further shared, to guard against misuse of the data, and also
to specify conditions of intellectual property ownership. The DTA can
therefore protect data as a resource and guard against the misuse and
exploitation of data generated in SA. These considerations equally
apply not only to personal data, but also to other forms of data,
requiring consideration of whether a DTA should also be required.

Related to this is a third step and consideration of which data-
sharing relationships require a DTA. Undoubtedly the sharing of any
personal data for research will require a DTA, but what of data that are
deposited in a database? Do these require a DTA? Answering these
questions requires unpacking the different types of data that can be
shared, the context in which they are to be shared, and whether a
DTA can protect as well as enable the use of the data in the context
in which it is shared.

Having considered whether this process includes data and samples,
and having mapped out the types of data that can be shared for
research as well as the differing contexts in which they are shared,
a fourth step is the identification of the principles that should
underpin a national DTA which must be informed by the SA ethico-
legal regulatory framework. The principles of POPIA that include
accountability, openness and safeguarding security are essential and
legislatively required. However, POPIA is not a research regulatory
framework per se. As the proposed DTA concerns transfers for research,
it is critical that the ethical principles that underpin health research in
SA and as set out in the quasi-legal NDoH Ethics Guidelines 2015, are
incorporated within the DTA. We must consider other rights including
the right to non-discrimination, the right to dignity, and the right to
enjoy the benefits of scientific progress. Added to this, we must also
consider how these rights and ethical principles are to be balanced
against the principles of open science in SA.

The draft national open science policy? is set within a broader
government policy context of socio-economic development that
takes cognisance of global issues as expressed within the Sustainable
Development Goals.?? It follows the principle of ‘as open as possible,
as closed as necessary’ to ensure that ‘maximum benefit is derived
from all publicly funded research!?¥ Although the draft policy
applies to research generated from public funds, section 4.1 does
indicate that it shall be applied on a best-effort basis when research
is funded by the private sector or by philanthropic funders and is
made subject to contractual conditions requiring open science. The
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policy is guided by the principles of equity, fairness and collective
benefit with all stakeholders having equitable opportunity to access,
contribute to and benefit from open science. In addition, diversity and
inclusiveness are emphasised through collaboration, participation
and inclusion across participants in SA.?? The Draft Policy for Open
Science also follows international best practice and includes CARE
(Collective benefit, Authority to control, Responsibility and Ethics)
as a guiding principle for open science in SA. This principle upholds
the ethical and non-exploitative framing of research where data
ecosystems are designed to ensure that benefit can be derived by
indigenous peoples.

These guidelines, policies and legislative frameworks all seek
to manage data. Identification of the principles to underpin a
national DTA is necessary to ensure that there is an integrated
bioethics approach to data transfers. At a minimum, the principles of
accountability, transparency, non-exploitation, non-discrimination,
equity and justice should guide the national DTA, but further
consideration and reflection are needed.

The fifth step is to consider how the principles discussed above
could inform the provisions of the DTA. In light of the country’s
historical exploitation and ancillary benefits and tokenism being
veiled under the cloak of benefit sharing, it is critical that the issue
of true benefit sharing is firmly grounded within the DTA. We now
use this example to consider how this principle may inform the
procedural operation of a DTA.

From principle to DTA provisions: Benefit
sharing
To uphold equitable and just practices for health research, it is
important to question not just the risks, but also the benefits of the
research and to whom benefits will accrue. Exploitation occurs where
justice-in-exchange does not exist. A broader understanding of
Article 15 of the Universal Declaration of Bioethics and Human Rights
(UDBHR) shows that there is an obligation to share abundance in
the health environment with the needy outside the context of direct
research.” The historical exploitation of vulnerable communities,
ethics dumping and predatory research illustrates the need to
move away from a tokenism approach towards true benefit sharing,
with benefit-sharing arrangements being embraced and contributed
towards by both the provider and recipient of samples and data. While
researchers in the global north are becoming more aware of global
inequities, engagement with benefit sharing is still a largely abstract
concept with limited translation into clear strategies which encourage
more equitable practices.’”’ In addition, the lack of regulatory support
and infrastructure for benefit sharing, including the absence of details
in national and international ethics guideline documents, do little to
guide the implementation of benefit-sharing agreements. As a result,
institutions end up interpreting and implementing benefit sharing
as they deem necessary.?® As a legal contract between parties, what
role, if any, can a DTA have in implementing benefit sharing in SA?
Let us first consider benefit sharing and its purpose. It has been
proposed that it is for the people participating in research to share
in the benefits in some way,”” and H3Africa has stated that the
main purpose should be improvement of health and welfare among
African populations.” The SAMTA template includes ‘among other
points, the sharing of information; use of research results; royalties;
acknowledgement of the provider as the source of the materials;

SAJBL



ARTICLE

publication rights; transfer of technology or materials; and capacity
building’as examples of types of benefits that may be considered in the
health research context. More recently, Bedecker et al.?”” proposed an
example matrix identifying different types of benefit sharing that may
take place during genomics research. In addition to financial benefit
sharing, other intangible types of benefits in categories of health and
well-being, infrastructure, equipment, skills capacity, knowledge,
services capacity, career development, attribution and recognition
are also established. The framework is divided into categories of
benefits and stakeholders, including microlevel stakeholders at the
individual and community level, mesolevel stakeholders such as
institutions and organisations, and macrolevel stakeholders such as
governments and regional or international organisations.’?”)

The SAMTA template indicates that the sharing of benefits
should be discussed and negotiated between the providing and
recipient institutes before transfer of materials takes place. These
negotiations do not have to involve research participants or members
of the community. Thus, benefits could be very much focused on the
possible benefit to the providing institution only. Capacity building,
use of research results, and overall strengthening of the providing
institution should in the long term bring benefit to the country’s
population, but there is a lack of any direct benefit to the population
from which the samples and data are obtained. This is unsurprising as
the benefit-sharing contract is between the two institutions and can
be binding on those two parties only. Whatever the benefit-sharing
agreements are between institutions, the impact must be one that
has the community at its focus. An REC provides oversight based on
clear ethical principles. It is for the REC to ensure that these principles,
including benefit sharing, are applied when data or samples are
transferred. Thus, if incorporated within a DTA, parties can ensure that
there is a direct benefit for the institution providing the data, and a
direct or indirect benefit in the long term for the population.

Secondly, it is important to establish whether benefit sharing
should apply in all instances. Benefit sharing should not be mandatory
when data are shared between national institutions. However, where
data leave the country and the recipient institute benefits from the
use of the data, then benefit sharing must be implemented. However,
where data are shared for purely altruistic purposes (for example, a
philanthropic organisation that conducts research for the benefit and
welfare of the national population only without any gain for itself)
benefit sharing may not be necessary and a determination in this
regard should be made by an REC.

Thirdly, it is necessary to establish how the costs towards benefit
sharing should be managed. It is the responsibility of the providing
institution to develop a benefit sharing arrangement with its
community through sustained community engagement, but this
will likely have financial implications. The DTA can assist in this by
including cost recovery as part of its provisions. The collection,
storage, analysis and all work associated with the curation of a dataset
is costly and time consuming, and there is an ethical responsibility to
ensure the sustainability of this resource. A cost-recovery plan will not
charge for the samples and data themselves, but can recover some
of the costs associated with sustaining the resource. Different tiers of
cost will need to be applied according to the location of the receiver,
the relationship between the provider and receiver (i.e. sharing in
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the context of a collaborative project, or sharing for the receiver to
develop their own project), whether the receiver is for-profit or not-
for-profit, for what purpose they may wish to recover costs (e.g. costs
associated with just making the data available, or costs associated in
collecting, storing, maintaining and now sharing this data), as well as
the perspectives of the community. Cost recovery can provide direct
financial support to sustain the resource, but also finances to support
a benefit-sharing plan.

Cost-recovery plans are challenging, with different factors to be
considered, but can be of huge benefit to the sustainability of data-
intensive research methods in SA and overcome the financial hurdle
in the development of benefit-sharing plans. We therefore urge that
cost recovery become a part of the conversation on a DTA with a
template to be followed in developing a cost-recovery plan. With
the above principles in mind, we now provide recommendations on
provisions to be included within the DTA.

Recommendations and conclusion

The development of a national DTA requires input and consideration
from all relevant stakeholders, including scientists, research councils,
government departments and research institutes. To further this
conversation, we propose in the appendix (https://www.samedical.

org/file/1843) certain provisions that should, at a minimum, be
included in the DTA and a 'think box’ of further issues that require
unpacking at the webinar on 23 June.

Think box

+ Whether samples and data should be treated the same way

- Types of data transfers that the DTA will apply to, and the
differing relationships

« Meaningful benefit sharing to translate this into practical imple-
mentation

+ Cost recovery
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